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Introduction

The RoamServer 6.1.0 for Unix Administrator Guide provides instructions for installing RoamServer 6.1.0 for UNIX. It also
includes instructions on how to configure RoamServerto use UNIX, SITE, RADIUS, LDAP, or TACACS as an

authentication protocol.

These instructions sometimes refer to the directory called <RS_Home>. This is the directory in which RoamServeris
installed. The defaultfor RoamServer 6.1.0 is /usr/ipass/roamserver/6.1.0.

System Requirements

Platforms

Red Hat Enterprise Linux(RHEL 6.5), 64-bit (Kernel Version 2.6.32-431.el6.x86_64)

B RedHatEnterprise Linux (RHEL 6.1), 64-Bit(Kernel Version 2.6.32-131.0.15.e16.x86_64)

B Solaris Sparc 5.10 Generic_147147-26 sun4vsparc SUNW, SPARC-Enterprise-T5220

B Ubuntu 14.04.1, 64-bit(Kernel Version- 3.13.0-39-generic)
If RoamServer 6.1.0 32-Bitinstaller needs to be installed on 64-bit Ubuntu machine
then following libraries should be pre-installed: libc6-i386, lib32gccl, lib32z1,
lib32stdc++6,and ia32-libs. You can install these libraries by running: apt-get install
libc6-i386 lib32gccl lib32z1 lib32stdc++6 ia32-libs.

Server Requirements

B 512MB to 1 GB RAM (the RoamServer process requires 256 MB of RAM) 250 MB temporary disk space

B 250MB permanentdisk space

B Rootaccess is required (forinstallation and uninstallation)

B The server musthave a static IP address and hostname (no DHCP)

B If installed behind a firewall,an accessible NAT IP address is required

B Installer musthave administrative permissions on the host

Additional Requirements

B Redundancy: RoamServermustbe installed on at leasttwo separate hostmachines, toinsure the iPass
redundancymodel is enabled. No iPass service guarantees applywithouthaving failover configured
between at leasttwo RoamServer hosts.

B Connectivity: Connectivity to an authentication database is required.

B iPass Transaction Centers: iPass Transaction Centers mustbe able to communicate with Roam Server on

w2

port 577 (or the port you configured). Please referto the listof iPass Transaction Centers here:
http:/help.ipass.com/doku.php?id=required_configurations_for_open mobile access#oamserverl

Roam Server6.1.0 Unix Admin Guide

& ©2015 iPass Inc. Page 5


http://help.ipass.com/doku.php?id=required_configurations_for_open_mobile_access#roamserver1

=

Introduction

Default Port

The defaultRoamServer portis 577 (unless RoamServeris run by a userwithoutroot access in which case the port must
be higherthan 1024).

Internet Protocol version 4 (IPv4)

RoamServer supports IP addresses in the IPv4 format.

Roam Server 6.1.0 Unix Admin Guide
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Installation

Installation

Prerequisites

Before installing RoamServer, you will need the following:
B Administratorrights on the RoamServer host

Your iPass Customer ID

Your host's private and public IP addresses

The port number onwhich RoamServer will listen (defaults to 577)

The host's operating system, including kernel and version number

General Process

To install RoamServer:
1. Downloadtheinstallation file.
Install the software.
Setinitial configuration and certify RoamServer.
Configure RoamServer to communicate with your authentication servers, and ifdesired, accounting servers.

ok wDd

Set any advanced options, such as:

B PolicyFile

B Secondary Servers for Failover

B LogFiles

6. Setadditional properties inthe ipassRS.propertiesfile, if necessary.

7. Testthe installation.

Repeatsteps 2-7,as needed to install Roam Server on additional servers, and configure failover.

Installing Behind a Firewall

iPass recommends thatyou install Roam Server behind a firewall. If you choose to do so, you will need to allow TCP
traffic to the external IP of RoamServer on port 577 (unless RoamsServeris run by a userwithoutroot access in which
case the port mustbe higherthan 1024) throughto RoamServer. The internet-facing IP mustbe registered with iPass.
You may restricttraffic onthat port to incoming packets onlyfrom the IP addresses ofthe iPass Transaction Centers.
Please referto the listof iPass Transaction Centers here:
hitp://help.ipass.com/doku.php?id=required_configurations_for_open_mobile access#roamserverl

If your firewall is performing Network Address Translation (NAT), you will need to provide the IP address ofyour firewall to
your iPass Installation Engineer.

Downloading Installer

Before installing, you will need to download the installation file from the iPass FTP site, ftp.ipass.com.

To download the installation file using FTP:
1. FTP to ftp.ipass.com.

Roam Server 6.1.0 Unix Admin Guide
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Installation

2. Enter the following:
B username:roamserver
B password: pass2roAm

3. Tochangeto binary mode, type: bin.

4. To obtaina complete listing of directory contents, type: Is.

5. To change to the directory containing the software for your platform and region, type: CD. Rememberthat
directory names and filenames are case-sensitive.

6. After locatingthe file appropriate to your platform and region, type: get <filename>

7. To exit the ftp application, type: bye

8. Once the file is downloaded, copyitto a tmp folder. To do so,type: cp <build server>/<filename><tmp>

Example

roamserver_6.1.0_linux-x86.tar.gzis the <filename> of aninstallerfora Linux 32-bit machine.

Installing RoamServer

To install RoamServer:

1.

2.
3.
4

© o No o

Login to the machine as aroot user.

Type: cd /tmp/<roamserver_6.1.0_linux-x86.tar.gz>

Type: chmod +x /tmp/<roamserver_6.1.0_linux-x86.tar.gz>
Type: tar zxvf <roamserver_6.1.0_linux-x86.tar.gz>

Please use gtar command for extracting the build in solaris sparc machine from the
path (Jopt/csw/bin/gtar zxvf roamserver_6.1.0_solaris-sparcv9.tar.gz. If gtar package
is notinstalled then install the gtar package.)

A directory called roamserver_installer will be created in /ftmp

Type: cd roamserver_installer

Execute: .finstall.sh

Review and approve the End User License Agreement.

Enter an absolute path, or press <Enter> to accept the default[/usr/ipass]

This will create a hierarchyin /usr/ipass/roamserver/6.1.0 with all the necessarydirectories and files. In order
for RoamServerto run correctly, you mustkeep the file hierarchy as itis installed. However, Roam Server can be
installed in anylocation.

10. Continue onto configuration and certification (see the Setup section.)

Non-Root User

To run RoamServer as a non-root user:

1.

72

Setthe curr_user=<user>inthe file roamserverd (/usr/ipass/roamserver/6.1.0/bin/) with the <user>who will
run RoamServer. By default, the useris:root. (Make sure you save the file and that the configured user exists.)
Change ownership to the usersetin the previous step.

Setipass_usr=<user>in the chg_owner.sh script (/usr/ipass/roamserver/6.1.0/.scripts/) and execute it.

Roam Server 6.1.0 Unix Admin Guide
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Uninstalling RoamServer

Uninstalling Roam Server

To uninstall RoamServer:
1. Go to <RS_Home>/UninstallerData
2. Execute uninstaller.sh as ./uninstaller.sh and follow the prompts to uninstall.
You may also need to manuallydelete any leftover files in the <RS_Home> folderthat were not created by the
installer.

Roam Server 6.1.0 Unix Admin Guide
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Updating to Roam Server 6.1.0

Migration Tool

If you are upgrading from RoamServer 5.x to RoamServer6.1.0, you mustrun the Migration Tool manually. The Migration
Tool will migrate the Roam Server 5.x configuration files, the Roam Server 5.x certificate, and the key into the keystore.

Migrating from RoamServer 5.x/6.x to 6.1.0:

To run the migration tool:
1. Go to <RS_Home>/bin directory and execute rs_migration_tool.csh script withoutany arguments.
2. When prompted forthe path to migrate the files from, enter: RS 5.x path /usr/ipass/roamserver/5.x
3. Followthe instructions thatappear.
The following items will migrate:
B KeyStore is addedto ipassRS.properties.
B AppSharedKey is added to ipassRS.properties (This is an optional attribute. More informationin the
Property Glossary.)

B Al .pem files are migrated tors.keystore inside <RS_Home>/certs directory.
B |t willmigrate the policy.txt file andipassLDAP.properties (if available in RoamServer 5.x).

ACA Support
RoamServer by defaultsupports ACA with Active Directory. For LDAP, the LdapUacAttr property mustbe configured in
the LDAP properties file.

Configuring LdapUacAttr
LdapUacAttir=<UserAccountControl attribute name>=<active users UserAccountControl Attribute values>

Example:
LdapUacAttr=ipass Status=active

For details aboutLdapUacAttr attribute, refer to section ipassLDAP.properties.

AuthServer as LDAP

If your organization is using LDAP for authentication, the following configuration needs to be changedinin
ipassRS.properties after migration:
B LdapConfigFle pathmustchangeto 6.1.0 path explicitlyin the AuthServer attribute

RADIUS Attributes

When upgrading to RoamServer 6.1.0 and using RADIUS authentication, check your RADIUS logs to verify your RFC
attributes. If an attribute is not shown in the tables in Appendix Il on page 50, then you need to re-configure your RADIUS

to eliminate the attribute.

Roam Server 6.1.0 Unix Admin Guide
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Setup

Before running RoamServer for the firsttime, you need to perform certain initial setup tasks and receive andinstall a
digital certificate from iPass.

Setting Values in ipassRS.properties

By setting properties inthe file ipassRS.properties, you can enable ordisable RoamServerfunctions. Some
properties are turned on by default, and itis necessaryto change the value of the property in orderto disable afeature.
(Enabling some features mayinvolve setting more than one attribute).

You can editthe file and add, change or delete properties in two ways:

B You canrunipassconfig.csh in your <RS_Home>/bin directory. This is the recommended method and is
explained in detail in the next section.

B  You canalsouse atext editor to make changes. To seta new property value using atext editor, open the
file and type in the name and value of a new attribute. (However, we stronglyrecommend use ofthe
ipassconfig.csh scriptwhenever possible, to ensure correctnaming and formatting of property names and
values.)

Properties are setin the following format: <property name>=<value>
Property names are case-sensitive, while property values are not. Valid values for Boolean
properties are:true, false, yes, no, y, n.

See the Property Glossaryfor a complete listof configuration options inipassRS.properties.

Running ipassconfig.csh

Configuration tasks can be performed quicklyand easilyby running a scriptcalled ipassconfig.csh, located inthe
<RS_Home>/bin directory, which can be usedto set properties inthe ipassRS.properties file.

To run ipassconfig.csh:
1. Inyour <RS_Home>/bin directory, type ipassconfig.csh -conf
2. Thevaluesin square brackets [] are defaultvalues. To enter a default value, press ENTER.

Multiple instances ofipassconfig.csh are not recommended. You should onlyrun a single instance ofthe scriptat
any onetime, as simultaneous instances can overwrite each other's results.

Adding, Editing or Deleting Properties

You can rerun the scriptafter initial configuration to add, edit, or delete properties, as needed. If you rerunit, the scriptwill
read values from the existing ipassRS.properties, so you will not have to re-enter those values.

For instance, two months after you install Roam Server, you decide to add a secondaryauthentication server. Run the
ipassconfig.csh -conf, skip all the questions nothaving to do with authentication servers by pressing <Enter>,and only
enter the configuration information for the new authentication server when the scriptrequests this information.

Roam Server 6.1.0 Unix Admin Guide
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Initial RoamServer Configuration

Initial configuration is done by running the ipassconfig.csh script, which sets manyof the properties in your
ipassRS.properties file. After setting the properties, you mustthen requesta certificate from iPass, and install iton your

server host. Finally, you mustconfigure the server for auto-restart.

Basic Server Settings

To configure your basic server settings:

1.

In the <RS_Home>/bin directory, run ipassconfig.csh -conf. Supply the requested information as outlined
here. For each scriptentry, the value shown in square brackets [] is the default. Where applicable, you can
press Enter to use defaultvalues for the information.

Time and Date Verification: (DefaultValue=YES.) The date/time stamp mustbe correct and correspond with
the information in the iPass database in orderto validate the certificate.

Customer ID: (DefaultValue=0) Enter your customer ID, supplied byiPass.

Policy Fle: (DefaultValue=No) If you wantto use a Policy File to allow or deny users access, enter Yes.
Debug Level: (DefaultValue=0): Debug level determines how debugging and errormessages are loggedto a
trace file. Debug level can be any value from 0 to 5, with O generating onlycritical error messagesand 5
generating the mostdetailed and extensive amountof information. Production servers should normallybe run
with a debuglevel setto 0.

Port: (Default Value=577) Enter the RoamServer listening portas 577. If you want to allow users to run
RoamServer withoutroot access, you have to change this portto a number higherthan 1024

Authentication Servers: (DefaultValue=no). If you wish to configure your authentication server(s), enter yes.
You will need to enter each server's authentication protocol, IP address and otherrelevantconfiguration
parameters. See Authentication Servers for more information.

Accounting Servers: (DefaultValue=no). If you wish to configure your accounting server(s), enteryes. You will
need to enter each server's IP address and other relevant configuration parameters. Note that this is not
mandatory, since. not all authentication protocols support Accounting records. (e.g. LDAP). See the Accounting
Servers section formore information.

KeyStore: (Default Value=KeyStorePath=$ipass.server.home/certs/rs.keystore ). You will need to mandatorily
configure KeyStore settings for SSL communications. The tool will prom ptwith following information required to

generate the keystore. Verify the similar console outputas given below:

The next step is to configure your server KeyStore with an KeyStorePath,
KeyAlias, Salt, KeyPassword, and KeyStorePassword.

KeyStore=KeyStorePath=$ipass.server.home/certs/rs.keystore

Please enter the

KeyStorePath :[/usr/ipass/roamserver/current_version/certs/rs._keystore]

Please enter the KeyAlias:[rs]

Please enter the CertAlias:[ipassca]

Please enter the Salt:[iPassRS]

Please enter the KeyPassword:[changeme]

Please enter the KeyStorePassword:[changeme]

New KeyStore settings:
KeyStorePath=/usr/ipass/roamserver/current_version/certs/rs.keystore,KeyAlias=r
s,CertAlias=ipassca,Salt=1PassRS,KeyPassword=2yQ0s/0bjBI iu641JGbCNw==, KeyStoreP
assword=ZyQ0s/0bjBliu641JGbCNw==

10. Private key and Certificate Signing Request for KeyStore

Roam Server 6.1.0 Unix Admin Guide
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11. : Enter the information needed to generate your SSL certificate, including:
Enter key size (multiples 0f512) (range between 1024 and 16384):[2048]
2-character Country Code: (Default Value=US)

State or Province Name: (Default Value=Some-State)

City or Town Name: (Default Value=Some-City)

Companyor Organization Name: (Default Value=Some-Organization)

PublicIP Address ofthe RoamServer Host: (Default Value=<Local IP>). This mustbe the public or external
IP address, and maydiffer from the IP address you entered previously. The IP address will notbe stored by
RoamServer but will be used to generate your public key certificate. If you are using NAT (Network Address
Translation), please supplythis external address to your iPass installation engineer as well.

B Fully Qualified Domain Name ofthe Roam Server Host: (Default Value=N/A).
B The domain name will notbe stored by RoamServer butwill be used to generate your public key certificate.

B Your E-mail Address: (Default Value=N/A).

Certificate Request

After entering your basic serverinformation, you mustsubmitarequestfor a signed certificate. The X509 certificate will
allow SSL 128-bitencrypted communication between the iPass transaction server and the RoamServer.

To submit your certification request:
1. Loginto the iPass Portaland opena Support Ticket requesting a signed RoamsServer certificate.
2. Attach the ??? mail_cert_req.data file to the ticket.

To finish the certification process:

1. iPass will ftp the signed certificate and then send you download instructions.

2 4m —BEGIMN CERTIFICATE REQUEST——

. MIIBeDCCASICAQAWEbwxCzAJBgNVBAYTAIVTMQswWCQYDVQRIEW)
DAQTEXMBUGAIUEBxMOUMVYKd29vZCBTaGayZ X MxFTATEgNYBACT
DENvVbXBhbnKkgbmFtZTEIMBOGAT UECKMWMTAwWMTewMDoy MTY uMj
M5Ljk2LExNTEgMBAGA 1UEAXMXcnNOZ XNOc28sY X peySpeGFzeysjb
20xL TArBgkqhkiGOwWOBCQEVWHmMRhdmIKZOByc3RIcZRzbZxhemizL miw
YXNzLmMNvb TBcMADGCSqGSIE3DOEBAQUAADSAMEgCOQDOIVECK
SVEoppGZIGCTURW/JJRPABGEZXTGAQYAaxXiVh7]hEXyECKNGOLECAQD
e4YSrQ+9AZbHhXPE1P7GDIVAg MBAAGgADANBgkqhkiGIwOBAQGE
AANBAINYVUACXS24HIXGEM+d0aEI8xLL 1bWpYcsb2164MER Mo6LZT
UegbMigLkLzyMhKaAKhhHMNnfEUMWWdtivMr8esSaSSIUm33liB IQA9s8s
——END CERTIFICATE REQUEST-——

3. Save the downloaded certificate as isp_cert.pem under <RS_Home>/certs folder.
4. Importthe certificate to KeyStore<RS_Home>/certs/rs.keystore usingthis command:

B Runthe script: load_RS_keystore.csh in <RS_Home>/bin

List RoamServer Keystore

To list your keystore:
1. In<RS_Home>/bin,runthe script: list_RS_keystore.csh

Usage:

B list_ RS_keystore.csh

B list RS_keystore.csh <KeyStoreFilePath>

B list RS_keystore.csh <KeyStoreFilePath><Password>
For example:

Roam Server 6.1.0 Unix Admin Guide
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B list RS_keystore.csh ../certs/rs.keystore changeme
This will listthe keystore. Keystore alias entries in keystore should be valid/non-expired in order to start Roam Server.

Automatic Restarts
Finally, you mustconfigure RoamServer to restart automatically, in case the RoamServer hostcycles through power
failure or reboots. Run the below scripts once the RoamServeris started successfully.

To set up automatic restarts:

1. Login as a userwith root access.

2 Edit the roamserverd file located under <RS_Home>/bin.

3. Set the userthatis running RoamServer (the defaultis root) in the curr_usr variable.

4 Make sure that this user has execution permission and ownership ofthe Roam Server folder:

B Type: Is -al <RS_Home>
B Make surethatthe permissionis 744 and ownership s to the user.
5. Add the RoamServer RC scripts into the run level by running the scriptsetup_init.sh:
B Type: cd/<RS_Home>/bin
B Type: /setup_init.sh
To test automatic restarts:

1. Type the command:reboot
2. After you have waited a little while, log in again and grep the RoamServer process:

B Type: ps -ef | grep roamserver
3. Make surethat RoamServeris started with the usersetin curr_user variable (the defaultis root).

To remove automatic restarts (if necessary):
1. Ifyou findit necessaryto remove the automaticrestartscripts:

B Type: cd <RS_Home>/bin

B Type: /setup_remove.sh

To set up ipasskeepalive monitoring:
If the RoamServer process is notrunning the ipasskeepalive.sh scriptwill start the server process automaticallybased
on the timeinterval added in the crontab entry ( In steplstep2)

1. Loginasauserwithrootaccess.

2. Add the RoamServeripasskeepalive monitoring scripts byrunning the scriptsetup_cron.sh:

B Type: cd /<RS_Home>/bin
B Type: /setup_cron.sh

To remove ipasskeepalive monitoring:
1. If you find it necessaryto remove the automatic restartscripts:

B Type: cd <RS_Home>/bin

B Type: ./remove_cron.sh

Roam Server 6.1.0 Unix Admin Guide
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To testipasskeepalive monitoring restarts:
1. Type the command:crontab—|
0,5,10,15,20,25,30,35,40,45,50,55 * ** * ‘Jusrfipass/roamserver/current_version'/bin/ipasskeepalive.sh
2. Grepthe RoamServer process:
B Type: ps -ef | grep roamserver

The RoamServer process can also be started by executing ipasskeepalive.sh script
from the <RS_Home> /bin.

Testing

There are two tests that should be performed following every installation and configuration of RoamServerto ensure
proper functionality:

B checkipass Tool

B RoamServer TestTool

When testing RoamServer, itis recommended thatyou perform all of these tests in the order that they are presented here.

Checkipass Tool
The checkipass testis a simulated requestfrom Roam Server.to the AAA server, which stays local to your network. To
test RoamServer using the checkipasstest, you will need to run the checkipass.cshtesttool as an administrator.
This test verifies that RoamServer can authenticate a local user by communicating with the AAA server. This procedure
onlytests RoamServer. No realm should be prefixed to the username unlessitis required by your AAA, or Route-by-
Realm is configured. The authentication requestgoes from the checkipass.csh testtoolto RoamServer, then to the AAA
server for authentication, and finally back to RoamServer and checkipass.cshtool.
checkipass.cshis foundin the test subdirectoryof your <RS_Home> directory. You willneedto use avalid username
and password forthe hoston which RoamServeris installed.
To run checkipass:
1. Run: ./checkipass.csh -u <username>. To Test ACA Request, add “-attr aca_request=true” argumentto the
command.
2. Enter the password when prompted.
If accounting startand stop status=ack, then RoamServeris properlyinstalled, configured and working, and you
may proceed to the next test.
B Possible causesforaReject here include:
Invalid user name or password: The userin this test musthave local login privileges to that
system orshould be authorized in the AAA server.

Invalid certificate: If the certificate is corrupt, then it willneed to be replaced.

Improper configuration: Verify that you have correctly entered all the information in the setup
program.

Invalid shared secret (for RADIUS users): Verify that your shared secretis entered properly. A
shared secretcannotcontain the comma (,) or equals sign (=) characters.
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RoamServer Test Tool
The RoamServer Test Tool extends the verification performed in the checkipass testbysending a authentication request
across the iPass network. In this test:

B An authenticationrequestis generated bythe tool and sentdirectlyto aniPass Transaction Server.

B The Transaction Server resolves the domain to your accountfrom the iPass database and forwards this
authentication requestto chosen RoamServer(s) on port577 (unless RoamServeris run by a userwithout
root access in which case the port will be higherthan 1024).

B RoamServerreceives the request, and forwards the requestto your AAA server.

Upon successful authentication, the requestis relayed using SSL encryption back to the RoamServer Test Tool.
This test tool is a Web-based tool, available from openmobile.ipass.com.

To run the Test tool:

1.

2.
3.
4

o

Login to openmobile.ipass.com.

Underthe Tools tab, select RoamServer Test Tool.

Choosethe type of test you want to perform.

Enter username: enter a username thatyou know works and include the domain (i.e. @domain.com). (This is a
required step).

Enter password: enter the password forthe username you entered. (This is a required step).

Choose RoamServer: select DEFAULT to testyour primaryRoamServer or selectanother RoamServer (by IP
address) from the drop-down list(ifavailable).

Class of Service: selectthe class ofservice from the drop-down list.

Click Test Authentication.

In addition to performing this testwith a valid username and password, you should also run the test with invalid
credentials to ensure thatthe authentication attemptwill be rejected.
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Authentication Servers

This section discusses configuring Roam Server to communicate with your authentication servers. These instructions
assume thatyou are installing RoamServer behind your firewall or onthe same hostas your AAA server. If you are
installing RoamServer outside your firewall or on the firewall server, you may need to modifysome ofthese settings.
Consultwith your iPass Roam Server Installation Engineer for assistance.

UNIX and SITE Authentication

If you would like Roam Serverto authenticate using your UNIX system's password file, the type of authentication protocol

you choose willbe based on the type of passwords used.

If your system does not use shadow passwords, UNIX authentication should be used.
If your system uses shadowpasswords, SITE authentication should be used instead.

To enable UNIX authentication:
1. Run:ipassconfig.csh -conf
2. When the scriptrequests authentication serverinformation, enter UNIX.

To enable SITE authentication:
1. Run:ipassconfig.csh -conf
2. When the scriptrequests authentication serverinformation, enter Site.
3. For Site File, enter the name of the password file (typically, this is /etc/shadow).

RADIUS Authentication

RoamServerwill formatthe requestas a standard RADIUS requestand forward it to the RADIUS daemon atthe address
and port number specified during the installation. Additionally, you mustmake the RADIUS encryption key (shared secret)
available to RoamServer. RoamServer uses this shared secretto encrypt the RADIUS packet contents before sending
them to the RADIUS server. The RADIUS server then uses the shared secretto decrypt the packet contents. (A shared
secretcannotcontainthe comma (,) or equals sign (=) characters.)

Your system must have a static, routable IP address, and cannot be blocked by a
firewall.

To configure RoamServer for RADIUS authentication:

‘

1. Runipassconfig.csh (with option
the server's IP address [127.0.0.1]
port number[1812]

- conf’). Enter radius as an authentication protocol and enter:

RADIUS shared secret[mysecret]
attempts [3]

idle timeoutin milliseconds[5000]
if the prefix should be included [N]

if the domain should be included [N]
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2. Verify that RoamServeris entered as a client of your RADIUS. You will need to editthe appropriate configuration
file on your RADIUS server by adding the IP address ofthe RoamServer, and the corresponding shared secret,
that you entered above.

3. If you make any changes to your RADIUS, you will have to restart it to make sure the changes take effect.

4. RestartRoamServer. RoamServerwill now be able to authenticate againstyour RADIUS Server.

RoamServer can containthe IP address of more than one RADIUS authentication or accounting Server for failover
purposes. For more information, see the Failover section.

LDAP Authentication

RoamServer can forward authentication requeststo an LDAP server running on the network. RoamServer will formatthe
requestas a standard LDAP requestand forward it to the LDAP daemon atthe address and portnumber thatis specified
during the installation. Additionally, you mustconfigure/customize how Roam Server will perform authentication atthe
LDAP server. LDAP-specific configuration is setin a file called ipassLDAP.properties. For more information, refer to
ipassLDAP.properties on page 32,and the ipassLDAP.properties.example file included in the Roam Server package.
To configure RoamServer for LDAP authentication:

1. Openthe <RS_Home>/ipassLDAP.properties file.

2. Runipassconfig.csh (with option
B The server's IP address [127.0.0.1]

- conf’). Enter LDAP as an authentication protocol and enter:

B LDAP configuration file name [fusr/ipass/roamserver/6.1.0/ipassLDAP.properties]
B Portnumber[389]
B |dle timeoutin milliseconds [10000]
B Enable SSL? [N] Enter Yes to supportLDAP over SSL connections. (See Secure LDAP on page 15.)
3. Customize the contents of the ipassLDAP.properties file as needed.
4. Save and exit the file.
5. RestartRoamServer. RoamServer will now authenticate againstyour LDAP server.
RoamServer can contain the IP address of more than one LDAP Authentication Server for failover purposes. Formore
information, see the Failover section.

Secure LDAP

RoamServer can supportLDAP over SSL connections. Server-side authentication is performed in the SSL handshake.
This is done at the OS level. If enabled, will only require a list of certification authority (CA) certificates for validating the
LDAP server. SSL is commonlydone over port 636.
By default, mostsecure LDAP servers allow clientauthentication in the SSL handshake butdo not require it. To perform
only server authentication, Roam Server musthave the CA certificate loaded into its JRE default keystore using the
import_CA_certificate script.

B To list all certificates, run list_CA_certificates.

B To import additional CA certificates,run import CA_certificate <cert-alias-name> <cert-file-name>.

B To delete a certificate,run delete_CA_certificate <cert-alias-name>.
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TACACS Authentication

RoamServer can forward authentication requeststo a TACACS serverrunning on the network. RoamServer will format
the requestas a standard TACACS requestand forward it to the TACACS daemon atthe address and portnumberthatis
configured during the installation.. Additionally, you mustmake the TACACS shared secretavailable to RoamServer. The
shared secretis configured inthe TACACS configuration file called tac_plus.conf. RoamServer uses this shared secret
to encrypt the TACACS packet contents before sending them to the TACACS server. The TACACS server thenuses the
shared secretto decrypt the packet contents. Refer to your TACACS documentation for more information on the
tac_plus.conf file and shared secret. The TACACS server can be located anywhere with a routable, static IP address,
including on the same hostas the Roam Server.
If the TACACS server is running on an alternative hoston your network (thatis, not on the server running Roam Server),
you will need to install a copy of the tac_plus.conf file on that serveror on a network-addressable drive available to that
server. You will also need to configure this file location in the Roam Server setup.
To configure RoamServer for TACACS authentication:
1. Runipassconfig.csh -conf. Enter tacacs as an authentication protocol and enter:
B the server's IP address [127.0.0.1]
B portnumber[49]
B TACACS Shared Secret [mysecref]
B idletimeout[10000]
2. Verify the settings in the configuration file for your TACACS server. You may need to edit the appropriate
configuration file within your TACACS software by adding the IP address ofthe RoamServer.
3. If you make any changes to your TACACS, you will have to restartitto make sure the changes take effect.
4. RestartRoamServer. RoamServerwill now be able to authenticate againstyour TACACS server.
RoamServer can contain the IP address of more than one TACACS authentication or accounting Server for failover
purposes. Formore information, see the Failover section.
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Accounting Log File Configuration

RoamServer can be configured to write accounting information to a log file. The log file rotation and backup process can
be customized to suityour networking environmentand business needs. Depending on the type of AAA used,
RoamServer can use eitherlocal accounting logging or remote accounting logging.

Local Accounting

For authentication protocols thatdo not have a built-in remote accounting server (UNIX, SITE, and LDAP), RoamServer
can be configured to keep detailed local accounting records (AcctFile) at a location specified by the user. For
authentication protocols which have a remote server capable of handling accounting transactions (RADIUS, TACACS),
RoamServer can forward the accounting record to the remote server for logging.
To configure RoamServer to log in to a local accounting file:

1. Run:ipassconfig.csh -conf.
Enter Yes when the following prompted appears Doyou wish to add a new AcctServer?
If you wish tolog accounting records to a local file, for Protocol, enter AcctFle.
Enter the path and name of your accounting file, or press Enter to use the default path.
After running the script, restart RoamServer.

ok wbd

Remote Accounting (RADIUS and TACACS users)

Customerswho have a remote server capable ofhandling accounting transactions (RADIUS or TACACS) can forward the
records to the remote serverfor logging,
To configure RoamServer to forward accounting records to your remote AAA server:

1. Run:ipassconfig.csh —conf

2. Enter Yes whenthe following prompted appears Doyou wish to add a new AcctServer?

3. For Protocol, enter RADIUS or TACACS as appropriate.

4. Enter the details ofthe AAA server, as requested.

5. After running the script, restart RoamServer.
If a remote accounting server (RADIUS or TACACS) is unreachable forsome reason, accounting data thatwas supposed
to be forwarded to it can be storedin a local file until the remote server is reachable again. The data is stored in binary
formatin a file called <RS_Home>/logs/failedAcct.
If the files are not needed, they can be deleted and remote accounting can be turned off.

Resend Data
To resend the data, run the scriptresendacct.csh from <RS_Home>/bin folder. This forwards the failedAcct file to the
AAA server and then deletes the file.

This task can be automated by adding it to the crontab:

1. Usecrontab -e to edit the crontab file and add the line:
0 3 * * * cd /usr/ipass/roamserver/current_version/bin: ./resendacct.csh.
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2.

View the crontab file using crontab —I.
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Running Roam Server

Runtime Commands

The RoamServer process is named roamserverd.

Starting RoamServer
In the <RS_Home>/bin directory, run: roamserverd start
Some systems will shutdown all processes started bya userwhen that userlogs off. If this is the case, run: nohup
roamserverd start

Shutting Down

In the <RS_Home>/bin directory, run: roamserverd stop

Restarting RoamServer
Whenever the configuration is modified, RoamServer has to be restarted.
To restart Roamserver,inthe <RS_Home>/bin directory, run: roamserverd restart.

rs_command
You can also perform manyruntime functions by using the tool rs_command.csh,in the <RS_Home>/bin directory.
Usage: rs_command.csh <command options>.
Command Options

Specifies the IP address ofthe machine to send the command

-host <IP address> to.
-port <port number>

Specifies the server port numberto send the command to.
Defaultis the local server's listener port (577 unless
RoamServeris run by a userwithout root access in which case
the port mustbe higherthan 1024).

-shutdown The server will shutdown.
-restart The server will restart.
-reload_config Causes the serverto reload many (but not all) of the properties
from the ipassRS.propertiesfile. These are:
AAA Servers (AuthServer and AcctServer properties)
Policy Rules, if feature is enabled.
Log Rotation parameters.
DebugLevel of server.
For a complete reload, you should use the -restart switch.
dump_queue The server will dump the queue elements to afile.
get <filename> -host <IP Get a file from a remote RoamServer. Use filename
\dddress> -port <port ) ) o
umber> ipassRS.properties to getthe RoamServerpropertiesfile.

Use filename RS.trace to get the RoamServer trace file.
Optionally, use any valid filename relative to the RoamServer

home directory.

. Roam Server 6.1.0 Unix Admin Guide
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post

To postconfiguration changes on aremote host. Where

Name=value;Namel=valuel>
host <IP address> -port
port number>

Name=Value pairs are the properties settings separated bya
semicolon. (;) <IP address>is the IP address ofthe remote host

and <port number>is the port number ofthe remote host.

post file <file> -host
IP address> -port <port

To postconfiguration changes on aremote host, where <file>

umber> contains the configuration changes to be uploaded to
RoamServer, <IP address>is the IP address ofthe remote
host, <port number>is the port number ofthe remote host.
version

Prints the RoamServerrelease version.

Scripts Usage Available Under <RS_Home>/bin

rs_get_version.csh

version.

Retrieve roamserver version, build numberand JRE

config_help.csh

attribute.

-help <Attribute Name>: Print help/usage for a specific

-list: Listthe attributes in the server's properties file.
-listall : Listall of the server's internal attributes.

list_RS_keystore.csh

To listyour keystore
list_RS_keystore.csh
list_RS_keystore.csh <KeyStoreFilePath>

list_ RS_keystore.csh <KeyStoreFilePath> <Password>

load_RS_keystore.csh

To importthe primarysigned certificate into rs.keystore

Ipassconfig.csh <options>

<options>

signed primarycertificate to a Java keystore.

certificate signing request.

-import_certUse this toimportipassCAcertificate and

-regen_keystore Use this to Regenerate the keystore and

Scripts Usage Available Under RS_Home/.scripts

create_link.sh

To create the symboliclinkto the RoamServer6.1.0.

chg_owner.sh

To change the ownership ofthe roamservertoipass user.
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IpassRS.properties

The ipassRS.properties file allows customization of Roam Server features. By setting properties in the file, you can enable
importantRoamServer functions. Enabling some features mayinvolve setting more than one property.

Property names are case-sensitive, but property values are not. Valid values for Boolean properties are: true, false, yes,
no,y, n.

Property Help

You can obtain help on any property, including those listed here, by using atool called config_help.csh, foundin your
<RS_Home>/bin directory.
B Tolistall serverproperties: config_help.csh -listall

B To describe usage ofaproperty: config_help.csh -help <property name>

Property Glossary

This glossarydefines all properties found in ipassRS.properties, including configurable parameters for each property.

Property Description

AcctlLogBackupType AcctlLogBackupType=<backupType> where <backupType>is either
MultipleWithTimestamp or SingleBackup. The defaultis MultipleWithTimestamp.
AcctlLogBackupType sets the accounting log's backup file name when rotation is to be
performed onlocal accounting files.

AcctLogRotationDays AcctLogRotat1onDays=<days>

Valid rangeis:1to 30 days. The defaultis 7 days.
AcctLogRotationDays control how often the local accounting file is rotated.

AcctLogRotat ionMaxSi AcctlLogRotationMaxSize=<max size>
ze Minimum value is 100 kbytes. Maximum value is 20000 kbytes. The defaultis 10000

kbytes.
AcctLogRotationMaxSize limits how large (in kbytes) the local accounting file can get
beforeit is rotated..

AcctLogRotationType AcctLogRotatronType=<rotationType>

Where <rotationType> is either FileSize or NumberOfDays.The defaultis FileSize.
AcctLogRotationType setsthetype of rotationto be performed on the local
accounting files.

AcctServer Provides accounting serverinformation, for example
AcctServerl=namell=valuell ,namel2=valuel2 ,namel3=valuel3.....
AcctServer2=name2l=value2l ,name22=value22 ,name23=value23.....

AcctServer parameters:

B Protocol: The server's protocol. Values can be: NT/Radius/LDAP/TACACS\

B EnableSsl: Flag usedto enable/disable SSL connections tothe LDAP servers. It is
ignored when used for other Acct servers.

B [pAddress: The server's IP address.

B Port: The server's port number.

B LocallpAddress: The Local IP address to bind the socketto. (Optional and Only for
RADIUS)
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Attempts: The number ofattempts made to communicate with a server.

IdleTimeout: Timeout(in milliseconds) to waitfor a response from a serverfor a given
communication attempt.

SharedSecret: The shared secretused by a RADIUS/TACACS+ server.
IncludeDomain: Include the user's domaininthe requestsentto the server.
IncludeDomainAsWinPrefix: Include the user's domain, as Windows style prefix,in
the requestsentto the server. For example, user@ntdomain would become
ntdomain\user

IncludePrefix: Include the user's routing prefixin the requestsentto the server.
IncludeNasPortType: Include the NAS-Port-Type inthe requestsentto the RADIUS
AAA server.

StripRealm: Specifies arealm suffix to strip away from the user's domain. For
example, with StripRealm=example.comand IncludeDomainAsWinPrefixenabled,
the login of user@ntdomain.example.comwould become user@ntdomain
NTDomain: The NT domain used to authenticate window users.

NTRasMode: The NT RAS modeto use. 1=WINNT RAS mode, O=WINNT.

SiteHle: The file usedin Site (Unix Shadow file) authentication

LdapConfigFile: The file usedto load LDAP specific properties foran LDAP server.
ValidateAuthenticator: Specifies inthe RADIUS Authenticator should be validated.
Values are YES or NO. Defaultis YES.

ProtocolVersion: Usedbythe TACACS+ server to specify the Minor Version.Values
are 1 or 0. Defaultis 1.

EnableLocalAcct: Used by an AcctFile server to enable/disable local accounting.
Values are YES or NO. Defaultis NO.

RetryDelay: The time delay, in minutes, before retrying a server that recently failed a
connection request. When a connection fails to a server, it is reordered to the end of
the list. Once the RetryDelay expires, that server is broughtbackto the top of the list.
The defaultvalue is 15 minutes. Valid range is: >=0.

AppSharedKey AppSharedKey= <Secret key> for encryption and decryption
This entry determines the saltused for encrypting and decrypting the LDAP bind
password.

The passwords in LDAP property file will not be encrypted if it is not set.

AuthCacheEnabled AuthCacheEnabled=yes/no.

Determines ifthe caching of successful authentication requests is enabled.
Defaultis setto YES.

AscendDataFi lter

AscendDataFi lterl=<valid string for ascend-data-filter>

This is used as an anti-Spam feature for some providers and will block the email port(25)
atthe provider. If the AAA server does notsenditto us,we willuse the
AscendDataFilter(s) specified to send back in the auth accept packet.

An example entry is:

AscendDataFi lterl=ip in forward tcp est
AscendDataFi lter2=ip in forward dstip XXX .XXX.XXX.XXX/yy
AscendDataFi lter3=ip in drop tcp dstport=25
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AscendDataFi lterd=ip in forward
The string "ip in drop tcp dstport=25" isa mandatoryAscendDataFilter

attribute. When no AscendDataFilter is configured, this feature is disabled. See page 33
for more information.

AuthServer

Provides authorization server information, forexample:
AuthServerl=namell=valuell ,namel2=valuel2 ,namel3=valuel3.....
AuthServer2=name2l1=value2l ,name22=value22 ,name23=value23.....

AuthServer parameters:
B Protocol: The server's protocol. Values can be: NT/Radius/LDAP/TACACS

B EnableSsl: Flag usedto enable/disable SSL connections to the LDAP servers.ltis
ignored when used for other Auth servers.

B IpAddress: The server's IP address.

B Port: The server's port number.

B LocallpAddress: The Local IP address to bind the socketto. (Optional and Only for
RADIUS)
Attempts: The number of attempts made to communicate with a server.

B IdleTimeout: Timeout(in milliseconds) to waitfor a response from a serverfor a given
communication attempt

B SharedSecret: The shared secretused by a RADIUS/TACACS+ server.

B IncludeDomain: Include the user's domaininthe requestsentto the server.

B  IncludeDomainAsWinPrefix: Include the user's domain, as Windows style

prefix,in the requestsentto the server. For example, user@ntdomain would become

ntdomain\user

B IncludePrefix: Include the user's routing prefix in the requestsentto the server.

B IncludeNasPortType: Include the NAS-Port-Type inthe requestsentto the RADIUS
AAA server.

B StripRealm: Specifies arealm suffixto strip away from the user's domain. For

example, with StripRealm=example.com and IncludeDomainAsWinPrefix
enabled, the login of user@ntdomain.example.com would become user@ntdomain

NTDomain: The NT domain used to authenticate window users.

NTRasMode: The NT RAS modeto use. 1=WINNT RAS mode, O=WINNT.

SiteFile: The file usedin Site (Unix Shadow file) authentication

LdapConfigFile: The file usedtoload LDAP specific properties foran LDAP Server.

ValidateAuthenticator: Specifies inthe RADIUS Authenticator should be validated.
Values are YES or NO. Defaultis YES.

B ProtocolVersion: Usedbythe TACACS+ server to specify the Minor Version.Values
are 1 or 0. Defaultis 1.

B EnableLocalAcct: Usedbyan AcctFile server to enable/disable local accounting.
Values are YES or NO. Defaultis NO.

B RetryDelay: The time delay, in minutes, before retrying a server that recently failed a
connection request. When a connection fails to a server, it is reordered to the end of
the list. Once the RetryDelay expires, that server is broughtbackto the top of the list.
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The defaultvalue is 15 minutes. Valid range is: >=0.

Customerlid Customerld=<iPass Code>.
This is the same number as youriPass portal customer ID. If you do not yet have such
code, or are unsure whatthis code is, contact your iPass representative.

DebugLevel DebugLevel=<level>.

Debug level determinesifdebug and error messages are logged to the trace file. The
following levels are supported.

Debug Level 0 - Only severe messages are logged.

DebugLevel 1 - Error messagesare logged.

Debug Level 2 - Error and Debug messages are logged.

Debug Level 3 - Error, Debug, and Packet parsing information is logged.

Debug Level 4 - Error, Debug, Packet parsing, and Packetdumping is logged.
Debug Level 5 - Detailed Packet and debug information is logged.

The defaultvalue for this propertyis 0
Note: Production servers should normallyrun with debug level 0.

FailedAcctLogDir

FailedAcctLogDir=<Fai led Accounting Directory>
If an accounting record cannotbe sentto the AAA server due to a communication error, the
RoamServer writes the record to this file. The Roam Server writes one file perfailed record.

The file name ofthese files would have the timestamp as the suffix.

Usethe AcctlLog tool to retransmitthese records to the RoamServer, which will then
resenditto the Accounting Server.

The failed accountdirectory should specifyeither the full path to the directory or the path
relative to the iPass serverhome via the $ipass.server._home macro.
Defaultvalue for this propertyis setto $ipass.server.home/logs/failedAcct/

FilterRequest

FilterRequest=<filter time In minutes>
This property determines the amountoftime to keep users in the local authentication
cache. This cacheis usedto filter duplicate requestand authenticate cached users.

Valid rangeis 0 to 10 minutes. Avalue of 0 will turn off local authentication cache. The
FilterRequest defaultis 0 minutes.

HeartBeatlInterval

HeartBeatlnterval =<number of minutes>

This entry determines the time interval between heartbeatmessages. This is an advanced
setting. The server may not function properly if this value is set incorrectly.

Defaultvalue for this propertyis setto 15 minutes.

HeartBeatMessage

HeartBeatMessage=yes/no.

This entry determines ifthe heartbeatis turned on or off. This is an advanced setting.
The server may not function properly if this value is set incorrectly. Defaultvalue for this
propertyis setto no (heartbeatmessages are turned off).

IMonServer

Provides IMonServer information. The IMonServers are central iPass servers used to

receive HeartBeatMessages from this server. Sample formatof the entries:
IMonServerl=namell=valuell ,namel2=valuel?2, ...
IMonServer2=name2l1=value2l ,name22=value22, ...
IMonServer attributes:

IpAddress: The IMonServer®s IP address.

Port: The IMonServer®s port number.

Do not change the default values setinternally, unless instructed byiPass. Referto iPass
NetServer Documentation for more details.

Listener

Listof the Listeners for this server. Expected format:
Listenerl=Type=<protocol>, Port=<port number>, I pAddress=<local IP
address>

Listener2=Type=<protocol>, Port=<port number>, I pAddress=<local IP
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address>

DefaultListeners are:

Listenerl=Port=577

NumOfThreads: You can improve connectivity to a RoamServer by increasing the number
of threads accepting requests on port577. This can be helpful for if your RoamServeris
under heavier stress, such as 10 or more requests per second. Forexample:
Listenerl=Port=577,NumOfThreads=10

This is an advanced setting. The server may not function properly if this value is set

incorrectly.

KeyStore

Provides KeyStore information.

Sample formatof this entry:
KeyStore=namell=valuell, namel2=valuel2, ...

Below are the listof various KeyStore attributes:
(These are advanced settings. The server will not startproperly if these values are set

incorrectly.)

KeyStorePath: This entry determines the java keystore path. Defaultvalue for this
propertyis setto C:\ipass\roamserver 6.1.0\certs\[rs.keystore]

KeyPassword: This entry determines the password required to getkeys from java
keystore. Defaultvalue for this property is setto changeme

KeyAlias: This entry determines the java keystore private key Alias. Defaultvalue for this
propertyis setto rs

CertAlias: This entry determinesthe java keystore trusted certificate alias. Defaultvalue
for this property is setto ipassca

KeyStorePassword: This entry determines the password required to open java keytore.
Defaultvalue for this property is setto changeme

Salt: This entry determinesthe saltused for encrypting KeyPassword and
KeyStorePassword. Defaultvalue for this property is setto iPassRS

LogDirFileDeletionAg
e

LogDirFileDeletionAge=<age in days>

Valid rangeis:0 to 180 days. The defaultis 90 days. A value of 0 means deletion is
DISABLED.

LogDirFileDeletionAge determineshow oldfilesinthe directory <iPass
ServerHome>/logs mustbe before they are deleted. The checkfor file age is done only
whenthe logfile rotation happens. See page 34 for more information.

PolicyFile

PolicyFile=<Policy file Name>

This entry, when presentenables policymanagement(access control). The policy file
contains alistof access control rules. Each rule can identify a country, class ofservice, a
username, and whetherroaming accessis allowed or denied. This file can be created
using the Policy Tool.

ReplyClass

ReplyClass=yes/no
Configuration to enable passing Class attribute coming from the AAA server. When
enabled, Roamserver will pass the Class attribute coming from AAA server. Defaultvalue

is no (disabled).

When disabled, Roamserver will block the Class attribute coming from AAA server.
However, Roamservermayaddits own Class attribute values even if ReplyClass is
disabled.

RouteByRealm

RouteByRealm=yes/no
Configuration to enable routing based on userrealms (domains). When enabled, the
RoutingRealm1, RoutingRealmX... are used to specify the servers to route to for a given

realm. Defaultvalue is no.

Routing by realm allows routing requests to specific AAA servers, based on the user's
realm ordomain. Routing can also be done by routing prefix. This allows you to use
different types of authentication server, if necessary. For example, you could use both a
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RADIUS serverand an LDAP server simultaneously. Requests from one domain, or with
one prefix, can be directed to one serverwhile requests from another domain or with
another prefix can be directedto a second server. If routing by realm is enabled on your
RoamServer,you will also need to setother properties to specifyyour other AAA servers,
including RoutingRealm, Realm, AuthServer, AcctServer

Example

RouteByRealm=YES
RoutingRealml=Realm=example.com,AuthServerl=AuthServerl,
AcctServerl=AcctServerl

RoutingRealm2=Realm=XY, AuthServerl=AuthServer2,
AcctServerl=AcctServer2

RoutingRealm3=Rea Im=DEFAULT,AuthServerl=AuthServerl ,, AcctServerl=Acc
tServer 1

RouteByRealmScheme

RouteByRealmScheme=<scheme>
Where <scheme> is either EndsWith or StartsWith. The defaultis EndsWith.

RouteByRealmScheme indicates how the RoutingRealm properties are matched up
with the domain (or realm) ofthe incoming userrequest.
See page 34 for more information on routing byrealm.

RoutingRealm

RoutingRealm=<val id domain or routing prefix>
See also RouteByRealm for examples of proper use and formatting.

Serverlinfold

This feature is notcurrently in use.

StartUpMessage

StartUpMessage=yes/no.

This entry determinesifamessage is generated bythe server on startup. This is an
advanced setting. The server may not function properly if this value is setincorrectly.
Defaultvalue for this property is setto no (startup messages are turned off)

StoreFailedAcct

StoreFailedAcct=yes/no or true/false.
Determines ifthe Roam Server will store accounting to a local file if it fails to

communicate with any and all of the AAA accounting servers. The resendacct tool
can then be usedtoresend each of those accounting records to the RoamServer once

the AAA is back up. Defaultsettingis: false

StripDevicelnfo

StripDevicelnfo=yes/no or true/false.

When StripDevicelnfois set to true and the requestis ACA accounting requestthen
RoamServer will strip the Device info from the userid.

Default value for this property is set to true

TracelLogBackupType TracelLogBackupType=<backupType>
Where <backupType>is either MultipleWithTimestamp or SingleBackup. The defaultis
SingleBackup.
TracelLogBackupType sets the trace log's backup file name when rotation is to be
performed on the local trace files.

TracelLogRotationHou TracelLogRotationHours=<hours>

rs Valid rangeis:1to 720 hours. The defaultis 168 hours (1 week).
TracelLogRotationHours controls how often the local trace file is rotated.

TracelLogRotationMax TraceLogRotationMaxSize=<max size>

Siz Minimum value is 100 kB. Maximum value is 20000 kB. The defaultis 10000 kB.

e

TracelLogRotationMaxSize
before it is rotated.

limits how large (in kilobytes) the local trace file can get

Updatelnterval

Updatel nterval=<DayOfWeek Hour:Minute>

Where DayOfWeek ranges from Sundayto Saturday and Hour is between 0-23. Default
value for this property is setto Monday 2:00.

This entry determines when RoamServer contacts the update server. Note: The
Updatelnterval mechanism synchronizes with the system clock every sixty minutes.
See also AutoUpdate.

UpdateServer

Provides iPass software Update Serverinformation. Sample formatofthe entries:
UpdateServerl=namell=valuell,namel2=valuel?2,...
UpdateServer2=name2l=value2l,name22=value?22, .. .
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UpdateServer attributes:

B IpAddress: The URL of the iPass software update server

B RetryDelay: The time delay, in minutes, before retrying a serverthat recently
failed a connection request. When a connection fails to a server, it is reordered to
the end of the list. Once the RetryDelay expires,that server is broughtbackto
the top of the list. The defaultvalue is 15 minutes. Valid range is: >=0.

B FailureThreshold: Once the failure countexceeds the
FailureThreshold, the serveris reordered to the end of the list. The default
value is 0.

Refer to iPass NetServer Documentation for more details.

UploadServer

Provides iPass software Upload Serverinformation. Sample formatofthe entries:
UploadServerl=namell=valuell,namel2=valuel?2,...
UploadServer2=name2l=value2l,name22=value?22, ...

UploadServer attributes:

B IpAddress: The URL of the iPass software update server

B RetryDelay: The time delay, in minutes, before retrying a serverthat recently
failed a connection request. When a connection fails to a server, it is reordered to
the end of the list. Once the RetryDelay expires,that server is broughtback to
the top of the list. The defaultvalue is 15 minutes. Valid range is: >=0.

B FailureThreshold: Once the failure countexceeds the
FailureThreshold, the serveris reordered to the end of the list. The default

value is 0.

Refer to iPass NetServer Documentation for more details.

UsePolicyFile

UsePolicyFile=y/n

This property determines ifthe server uses policyfile for authentication. Defaultvalue
for this propertyis setto n. This is an advanced setting. The server may not function
properlyif this value is setincorrectly
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ZipLogFilesEnabled

ZipLogFilesEnabled=true/false.
Determines whether or nottrace and log files are zipped. Defaultis setto true.
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This section discusses some RoamServer configurable options in detail. For more information on setting properties, see
the Property Glossaryon page 22.

Policy File
A Policy File allows you to filter the requests being sentto your authentication server. Roam Server will validate all users
againstthis file before contacting your authentication server. This feature may be helpful if you wish RoamServerto
authenticate from a large user database, butonlywant a small group ofthose users to be able to roam, or conversely, if
you onlywishto denyroaming access to a small group.
The Policy Tool, rs_policy.csh, located in your <RS_Home>/bin directory, is an application used for creation and
maintenance ofa Policy File. Although the Policy File is a text file, iPass recommends you use the Policy Tool for
creating, editing and maintaining your Policy File. This will ensure proper formatting and correctpolicy criteria.
To create a policy file:
1. Inthe <RS_Home>/bin directory, run the file rs_policy.csh
2. If the tool detects that no Policy File exists, it will create one inthe default directory.
To enable use of a Policy Fle:
1. Runipassconfig.csh -conf
2. Enter Yes when prompted with the following Do you wish to use the PolicyFle during authentication?
3. Enterthe path and name of your policyfile, or press Enter to acceptthe default.
To edit or manage your policy file:
1. Inthe policytool, choose your option from the menu:
B Add arule
Remove a rule
Edita rule
Explain an existing rule
Listthe rules
Save the rules
ListCountry Code

Quit

2. When done, enter 8 to quit the Tool. You mustrestartRoamServer so that it can read a newly edited Policy File.

Policy File Pattern Matching

The policy file pattern matching is from mostspecific to the least, as follows:
#class of service auth_domain user_id country_code
1 1 1 1
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All rules are read and the mostspecific rule to match a given requestis used. Forexample, these entries in a policy
file would block all wireless access, exceptinthe US.

#class of service auth_domain user_id country_code Allow access
WIRELESS * * * N
WIRELESS * * UsS Y

Because the policyfile is written with permissions ofroot/admin, lowering the privileges required to run the policy tool will
cause the tool to fail. Accordingly, you may wish to do one of the following to ensure policy file permissions are valid:

B Resetpolicyfile permissions everytime the policytoolis run.

B Setup acron jobto periodicallyresetthe file permission regardless ofwhen policy tool is run.

Policy File Mapping
This table shows the mappings of NAS port type numbers to the class of service.

Nas-port-type [ Class of service
0 DIAL-UP
1 DIAL-UP
2 DIAL-UP-ISDN
3 DIAL-UP-ISDN
4 DIAL-UP
5 DIAL-UP-PHS
6 DIAL-UP
7 DIAL-UP
8 DIAL-UP
9 DIAL-UP
10 WIRED
11 WIRED
12 WIRED
13 WIRED
14 WIRED
15 WIRED
16 WIRED
17 WIRELESS
18 WIRELESS
19 WIRED
20 WIRED
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21 MOBILEDATA
22 MOBILEDATA
23 MOBILEDATA
24 WIRELESS
25 WIRED

ALL OTHERS DIAL UP

Roam Server 6.1.0 Unix Admin Guide

©2015 iPass Inc.

Configuration Options

Page 34



72

Failover Configuration

Failover Configuration

Failover

If the primaryserver is unreachable, RoamServer can fail over to one or more secondaryauthentication or accounting

servers. This feature works with RADIUS, LDAP and TACACS authentication protocols.

Your secondary servers do not have to be of the same type as your primary server.
For example, if you had both a RADIUS server and an LDAP server, you could
designate your RADIUS server as primary and your LDAP server as secondatry.

To configure RoamServer to failover to a secondary authentication server:
1. Runipassconfig.csh -conf
2. Enter Yes whenthe following promptappears Do you wish to add new AuthServer?
3. Enterthe properties forthe new authentication server as described under authentication Servers above.
4. If you areusing RADIUS or TACACS, you mustmake sure thatthe shared secrets are the same for each server.
In addition, if using RADIUS, you mustmake sure thatRoamServeris entered as a clientof the Secondary
RADIUS as well as with the Primary.
5. RestartRoamServer.RoamServerwill now be able to fail over to the secondaryauthentication serverin the case
of a power, hardware, or software failure happen to primaryauthentication server.
There is nolimitto the number of secondaryauthentication servers you can specify. You can repeat the above to specify
more authentication servers, by incrementing the number for each new server (AuthServerl, AuthServer2, etc.). However,
in the ipassRS.propertiesfile,you mustensure thatservers are listed in numerical order such as:

AuthServerl, AuthServer2, AuthServer3, or failover will not occur.
In addition, you may not skip any numbers inthe sequence when specifying servers. (Forexample, AuthServerl,
AuthServer2 and AuthServer4 would notbe an acceptable sequence.)

To configure the RoamServer to fail over to a secondary accounting server:

1. Runipassconfig.csh -conf

2. Enter Yes whenthe following promptappears Do you wish to add new AcctServer?

3. Enter the properties forthe new accounting server as described under Accounting Servers, above.

4. If you areusing RADIUS or TACACS, you mustmake sure thatthe shared secrets are the same foreach server.
In addition, if using RADIUS, you mustmake sure thatRoamServeris entered as a clientof the Secondary
RADIUS as well as with the Primary.

5. RestartRoamServer.RoamServer should now be able to fail over to the secondaryaccounting serverinthe
case of a power, hardware, or software failure happen to primaryaccounting server.

UNIX and Site Failover
Since there will always be a response from the local server, if you setone of your failover servers to UNIX or Site, there is
no need to setany further servers in the sequence.

Trace Log File Configuration

RoamServer can be configured to write information aboutaccess attempts to a log file for debugging purposes. If
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enabled, debugging information is outputto a local log file, named roamserver .trace, whichis foundin the
<RS_Home>/logs directory. The amountof debugging outputcan be controlled by changing the DebugLevel setting.
The range for this value is 0 to 5 (inclusive), where O produces the leastamountofoutput, and 5 produces the highest.

RoamServer can log information aboutboth access attempts and accounting transactions. When placed into debug
mode, RoamServer will log transactional information into a local file that can be used in troubleshooting. In addition, the
software can be configured to log accounting datato eithera localfile or to forward it to a remote accounting server.

If your DebugLevel value is setto any value greaterthan O, you will need to customize the log file rotation and
backup process so thatthe logs do not build up unnecessarily. A DebugLevel of 5 produces a great deal of output.

Ascend Data Filters for Non-VPN Access

Some network providers on the iPass network filter port 25 traffic (SMTP), in an effort to prevent the distribution of spam
mail on their networks. Although traffic through port 25 is blocked from these providers, they do allow traffic to passtoa
limited number of IP addresses to allow users to send SMTP mail to valid mail servers. The IP addresses to which port25
traffic is allowed is communicated bythe Ascend Data Filter attributes, which are sentwhen the user successfully
authenticates. These attributes are configured inipassRS.properties. (The formatis similarto how a RADIUS users file
would be configured to return those attributes.)

If users will be connecting through a VPN, this property can be ignored with no effects. If users will notbe connecting
through a VPN, then iPass stronglyrecommends you configure these settings to reflectyour SMTP servers.

Sample Settings

AscendDataFi lterl=ip in forward tcp est

AscendDataFi lter2=ip in forward dstip XXX .XXX.XXX.XXX/yy
AscendDataFi lter3=ip in drop tcp dstport=25

AscendDataFi lter4=ip in forward

YOXXX. XXX XXX/YY would be replaced by an IP maskidentifying the customer's mail server IP addresses (forexample,
218.239.99.139/32). Note that most providers onlyallow masks ranging from 24 to 32.

For example, if your SMTP servers'public IP address is 236.14.5.70, then the settings would look like this:
AscendDataFi lterl=ip in forward tcp est
AscendDataFi lter2=ip in forward dstip 236.14.5.70/32
AscendDataFi lter3=ip in drop tcp dstport=25
AscendDataFi lter4=ip in forward

Note that eithera single IP address (236.14.5.70/32) orarange of IP addresses (236.14.5.0/24) can be specified.

In this second example, there are two entries. The firstis a single SMTP server, and the second is a network range. Port

25 traffic will be allowed to the single IP address specified in AscendDataFilter2, as well as the entire network specified in
AscendDataFi lter3.
AscendDataFi lterl=ip in forward tcp est
AscendDataFi lter2=ip in forward dstip 236.14.5.70/32
AscendDataFi lter3=ip in forward dstip 236.16.6.0/24
AscendDataFi lter4d=ip in drop tcp dstport=25
AscendDataFi lter5=ip in forward

Up to 17 differentIP addresses orrange strings can be specified in this manner.
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Log File Deletion

Log files and accounting files can grow to unmanageable sizes. To control this, you can setlog files to be deleted
after a specified period oftime by setting LogDirFileDeletionAge to an appropriate value. The defaultis 90 days.

Route-by-Realm

Route-by-Realm allows routing requests to specific AAA servers,based on the user's realm ordomain. Routing can also
be done by routing prefix.

This allows you to use differenttypes of authentication server, if necessary. For example, you could use both a RADIUS
server and an LDAP server simultaneously. Requests from one domain, or with one prefix, can be directed to one server
while requests from another domain or with another prefix can be directed to a second server.

To enable Route-by-Realm:

Set RouteByRealm to YES. If Route-by-Realm is enabled, you will also need to setother properties to specify your other
AAA servers,including RoutingRealm, AuthServer, and AcctServer.

Sample Settings

AuthServerl=protocol=RADIUS, ipaddress=10.10.0.1,port=1812,sharedsecret=foo, Attempts=3, Idl
eTimeout=5000, Inc ludePrefix=No, IncludeDomain=No, Inc ludeDomainAsWinPrefix=No
AuthServer2=protocol=LDAP, ipaddress=10.10.0.2, port=389, LdapConfigFile=C:/ipass/roamserver
/6.1.0/ipassLDAP. properties, IdleTimeout=10000, enabl eSsI=No

AcctServerl=protocol=RADIUS, ipaddress=10.10.0.1,port=1813,sharedsecret=foo, Attempts=3, Idl
eTimeout=5000, Inc ludePrefix=No, IncludeDomain=No, Inc ludeDomainAsWi nPref ix=No
AcctServer2=protocol=AcctFile, localAcctFi leName=C:/ipass/roamserver/6.1.0/1logs/acct.log,I
ncludeDomainAsWinPrefix=No

RouteByRealm=YES

RoutingRealml1l=Realm=mydomain.com,AuthServerl=AuthServerl ,AcctServerl=AcctServerl
RoutingRealm2=ReaIm=XY ,AuthServerl=AuthServer2 ,AcctServerl=AcctServer2
RoutingRealm3=Rea Im=DEFAULT,AuthServerl=AuthServerl, AcctServerl=AcctServerl

V2

In this sample there are two Authentication Servers defined. AuthServerl is a RADIUS. AuthServer2 is an LDAP.

If the customerlogs in using the realm mydomain.com, the line which begins, "RoutingRealm1"is in play. It defines the
primaryAuthentication Server as AuthServerl. The ruleis written as AuthServerl=AuthServerl. This translates as "The
primaryauthentication server for this realm is the line above that starts with 'AuthServer1="

But if the customerlogs in with the realm XY, the line which begins, "RoutingRealm2"is in play. It defines the primary
Authentication Server as AuthServer2. The rule is written as AuthServerl=AuthServer2. This translates as "The primary
authentication server for this realm is the line above that starts with ‘AuthServer2="

You'll notice Route-by-Realm also directs traffic to Accounting Servers. When addressing the Accounting Server the key
AuthServer becomes AcctServer. Otherwise, the logic of how Route-by-Realm works is the same.

In the examples, when routing realm mydomain.com is used, AcctServerl is employed to send the accounting records to
the RADIUS.

When routing realm XY is used, AcctServer2 is used. Please note, inthis case, a text file is being populated because
LDAP does notrecord accounting records.

The finalline, where the realm is DEFAULT is required to catch any requests thatcontain malformed realms. This line
gives the RoamServer an avenue to forward the request. Not having this line can cause the RoamServerto crashif a
malformed realmis used.
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In the AuthServer property of ipassRS.properties, you can specify a path to a file containing special LDAP settings
named ipassLDAP.properties. This section explains configuration of this file.

User-Configurable Options

This table summarizes the configurable optionsin ipassLDAP.properties. When anipassLDAP.properties file is not
present, or if an option is not specified, the defaultvalues will be used.

Property DefaultValue Comments

LdapBaseDn NULL Specifies base DNs to be used during LDAP
authentication. When

configured, it will be appended to the
LdapExactMatchRdn during exact
match bind and used as asearch base
during the LDAP search operation. Any
variables supplied in the format of
$VARIABLE will be replaced with the
actual value of that variable. The current
variables supported are $USERID,
$PREFIX and

$DOMAIN .

If no LdapBaseDn is configured,

then no anonymous bind and search

will be performed.

Multiple base DNs (more than one line) are
permitted in the ipassLDAP.propertiesfile.
When multiple base DNs are configured,
the authentication process willuse them in
the orderthey appearinthe
ipassLDAP.propertiesfile. If authentication
fails using the firstLdapBaseDn,
authentication will be re-attempted using
the second LdapBaseDn and soon.
Since a base DN is added onto the login
name when an exact match bind is
performed,ifa userlogs onusing afull DN
(uid=Joe,ou=people,o=example.c
om), LdapBaseDn should notbe

because performance will be reduced.
Examples:

LdapBaseDn=ou=p

eople,o=example

.com

LdapBaseDn=0=ex

ample.com

LdapBaseDn=dc=c

ompany, dc=com

LdapBindDn NULL For LDAP servers that do not support
anonymous binds, this

configuration will seta specific DN to be
used for binding to the LDAP server,
before performing a search operation.
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When anonymous binds are supported,
omitthis configuration and the default
value of NULL will be used.

Example:

LdapBindDn=u id=bindmaster, ou=peo
ple,o=example.com

LdapBindPasswd

NULL

For LDAP servers that do not support
anonymous binds, this

configuration will seta password to be used
for binding to the LDAP server before
performing a search operation. When
anonymous

binds are supported, omitthis configuration
and the defaultvalue of

NULL will be used.

Example:
LdapBindPassword=bindUserPassword

LdapBindPasswdE
ncr

NULL

This property has been added to keep the
bind password of LDAP files in encrypted
format.

After serverstartup, the LdapBindPassword
attribute will change to
LdapBindPasswdEncr attribute with
password encrypted.

LdapCompareAttr

NULL

Configuration to enable comparison of user

passwords againsta
specificuserattribute inthe LDAP

directory as a means of authentication.
The user attribute specified mustcontain a
password saved in cleartext in the LDAP
directory for LdapCompareAttr to work.
This compare replacesthe final userbind
to authenticate the user. The userbind
authenticates againstthe standard
password attribute
(usuallyuserpassword), which mayor
may not be encrypted in the LDAP directory.
Example:
LdapCompareAttr=roamingPassword

LdapDetectBaseD
n

YES

When LdapDetectBaseDn is enabled,

and no LdapBaseDn is
configured, it will detectall the available

BaseDn (a.k.a.
namingContexts) of the LDAP server.
Valid values: YES or NO.

LdapDoExactMatc
h

NO

Disables orenables binding directlyto the
LDAP serverfor user

authentication using onlythe user's loginid,
password,and any

base DN by the

LdapBaseDn configuration.

Accepted values are YES or

NO.

Example: LdapDoExactMatch=YES

LdapExactMatchR
dn

uid=$USERID

The DN used forthe exact match bind is
comprised oftwo parts:the relative DN
(RDN) and the base DN. The base portion
can be
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specified bythe LdapBaseDn
configuration. The relative DN format

can be specified by the
LdapExactMatchRdn. The RDNis by
defaultuid=3$USERID, where the

variable $USERID is replaced by the
usernamespecified atlogintime. The
current variables supported are $USERID
and $DOMAIN.

For example:

Userjoe exists ina LDAP tree with a DN of
uid=joe,ou=people,o=example.com,
and he logs in as joe@example.com. Fora
successful exactmatch bind, leave the
LdapExactMatchRdn as defaultand set
the

LdapBaseDn=ou=people, o=example.c
om.

User Mary exists in a LDAP tree witha DN
of

cn=Mary,dc=company,dc=com, andshe
logs in as Mary@example.com. Fora
successful exactmatch bind, setthe
LdapExactMatchRdn=cn=$USERID and
setthe

LdapBaseDn=dc=company ,dc=com.
The exact match bind can be disabled by
setting

LdapDoExactMatch=NO.

Only one LdapExactMatchRdn (oneline)
is allowedinthe

ipassLDAP.p

roperties
file. Examples:
LdapExactMa
tchRdn=cn=%
USERID
LdapExactMa
tchRdn=$USE
RID
LdapExcludeWild | NULL This property is used to exclude wildcards
cards (special characters) from the defaultset of
LDAP wildcards &|~=MN<>*()+. These
wildcards could be used for LDAP Blind
Injection, so excluding them is not
recommended. Defaultis none.
Example:
LdapExcludeWildcards=&
or
LdapExcludeWildcards=&|~="<>*()+
LdapGroupDepth 3 Can be used in conjunction with

LdapMemberOfGroup to limitthe

depth of the search for nested groups. Valid
values are from 1 to 10. A value of 1 would
avoid any nested group search and only
look for

direct group memberships.
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LdaplgnoreExpir
edAdPassw
ord

NO

If setto YES, RoamServerwill allow access
by ignoring expired
Active Directory (AD) passwords.

LdapMemberOfGro
up

NULL

This property will enable verification that a
useris amemberofa

given group in Active Directory.
RoamServer compares the given group
DN to the attribute and any subsequent
nested groups, up to a maximum depth of
10 nested groups.

Example:
LdapMemberOfGroup=CN=CompanyUse
rs,CN=Users, DC=Corp

orateHQ ,DC=company,DC=com

LdapSearchFi Ite
r

uid=$USERID

Specifies a custom filterwhen searching
an LDAP server for a user. If this optionis
not set, the defaultfilter (Uid=$USERID)
willbe used. When an exact match bind is
disabled oris unsuccessful,an anonymous
bind and search will be used. A custom
filter maybe supplied forthe search. Any
variables supplied in the format of
$VARIABLE will be replaced with the actual
value of that variable. The currentvariables
supported are $USERID, $PREFIX and
$DOMAIN .

Only onefilter (one line) is presentlyallowed
in the

ipassLDAP.properties file.

The variables'values are taken from the
user's login. Forexample if
someonelogsinas
joe@example.com, the variable

$USERID would be replaced by joe

(thatis, everything to the left of the
leftmost @-sign, notincluding any
prefixsuch as iPass/). The variable
$DOMAIN would be replaced by
example.com (thatis, everything to

the right of the leftmost @-sign).

For example:if the search filteris
(&(mail=3USERID @$DOMAIN)(di
alup=true)), when joe from

example.com logs on, the

search filter will be converted to

(&(mai I=joe@example.com)
(dialup=true))

Examples:

LdapSearchFi lter=uid=$USERID
LdapSearchFi I'ter=mai l =$USERID
@$DOMAIN

LdapSearchFi Iter=(&(uid=$USERID
d(dialup=true))

Class_of _service_str canalsobe
used as a valid attribute for the search
query. Valid values for this attribute are:
DIAL-UP, DIAL-UP-ISDN, DIAL-UP-
PHS, WIRED, WIRELESS,
MOBILEDATA.
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Example:

LdapSearchFi Iter=(&(sAMAccountNa
me=$USERID)
(memberO00f=CN=$(class_of service
_str),CN=Users,DC=

company ,DC=com))

LdapSearchMoreS
ervers

NO

Uncommentand customize the
LdapSearchMoreServers lineto
enable/disable searching other LDAP
servers when the useris not found on the
current LDAP server. Valid values are YES
or NO.

Defaultvalue is NO. Note to Active
Directory (AD) users:you will, inmost
cases, need this enabled to YES.

LdapSearchScope

Determines the scope ofthe LDAP search.
Valid values are: 0=Object Scope, 1=One
Level Scope, 2=Subtree Scope

LdapUacAttr

userAccountControl=512,544,66048,66080,262
656,262688,328192,328224

To enable ACA supportwith LDAP.

Given default value only applicable for
Active Directory.

For LDAP, configure your customized user
accountcontrol attribute with value
associated for active users.

example:

LdapUacAttr=ipass Status=active
or

LdapUacAttr=userStatus=enable
or

LdapUacAttr=userEnabled=true

Suggested Configuration

Example 1 (Most common)

For companies with an LDAP directory structure where roaming users are stored in differentdirectories:

uid=userl,ou=deve lopment,o=example.com
uid=user2,ou=Ffinance, o=example. com
uid=user3,ou=marketing,o=example.com

Performing a search for the user mightbe a simpler approach. Therefore, the exact match bind step can be skipped all

together. If all users login with the format of userl@example.com, then onlydo an anonymous bind and search ofthe

LDAP directory.

Set the followinginthe ipassLDAP.properties file:

LdapBaseDn=o0=example. com
LdapDoE xactMatch=no
LdapSearchFi Iter=uid=$USERID

Example 2

For companies with an LDAP directory structure where all roaming users are stored in the same directory:

uid=userl,ou=people,o=example.com
uid=user2,ou=people,o=example.com
uid=user3,ou=people,o=example.com
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ipassLDAP.properties

All users are inthe ou=people,o=example.comdirectory. If all users log in with the format of userl@example.com, thento

bind to the LDAP server on the firsttry with the exact match bind.

Set the following in the ipassLDAP.properties file:
LdapBaseDn=ou=people, o=example.com

Example 3

For companies whose roaming users login with a full Distinguished Name (DN) such as:

uid=userl,ou=development,o=example.com@example .com,
the leftmost @-sign) is the full DN of the user.

Only the exact match bind is needed.
Set the followinginthe ipassLDAP.propertiesfile:

the userid portion (which is everything to the left of

LdapExactMatchRdn=$USERID
LdapDoExactMatch=Yes
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Appendix I: Error Messages

This section lists error messages thatcan be returned by the RoamServer at Debug Levels 0, 1 and 2. Aithough other

debuglevels are possible, they are used only for packet dumps and no error messages are associated with them.
Variables denoted in the listby + (for example, +ioe.getMessage()) will be replaced at runtime with specific data.

Feature

Debug
Level

Message

Tacacs+

=

Error occurred while trying to communicate to the TACACS+

=

Failed to convert TACACS+ packet to bytes

=Y

"Failed to open TCP socket to TACACS+ server: 10 Error,
"+ioe.getMessage()

"Failed to open TCP socket to TACACS+ server:

Failed to send packet to TACACS+ server' +ioe.getMessage()

Unexpected NULL clientSocket, socket could be closed.

Timed Out reading packet from TACACS+ server "

"Failed to read packet from TACACS+ server "

Cannot parse raw TACACS+ packet

"Error _closing socket to TACACS+ " +ioe.getMessage()

"ERROR parsing header of packet received from TACACS+

Y I ) O Y

"Unsupported reply packet type " +this_hdr_type +'" received
from

"ERROR decrypting TACACS+ packet"™

"ERROR: missing TACACS+ packet type'

"parse() not supported for this reply packet type ' +pktType

"ERROR: missing TACACS+ packet type"

"ERROR: toBytes() not supported for packet type " +pktType

"ERROR encrypting TACACS+ packet"

"CHAP challenge conversion failed."

"CHAP password conversion failed."

"ERROR encrypting TACACS+ packet"

Error or Timeout in getting reply from TACACS+ server

(V] [N FE (2N (2 TR (= PR F=Y [5Y I

Password is NULL, TACACS+ Minor Version 0 does not support
CHAP

N

Error/Timeout getting first auth reply from TACACS+ server

LDAP

"'Server"s LDAP Info is Missing "

"Unexpected return code (" +rc +")"

"Internal Error: LDAP server address not set"

Il (=] [=] (=}

"1l1legal LDAP Configuration: Must configure an
"+Ldaplnfo.LDAP_BASE_DN +" or Enable

"+Ldapl nfo.LDAP DO EXACT MATCH

"Error creating RDN from ldapExactMatchRdn"

"ExactMatchBind failed " +ne.getMessage()

“"Error creating Search Filter."

"LDAP Authentication failed " +reason

= G G

“Error, LDAP search found multiple matches "+entryCount +"
found

"LDAP Search found multiple matches for this user "
+slee._getMessage()
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"LDAP Search exceeded " +searchTimeout +" millisecond time
limit:

"LDAP Search Error: " +ne.getMessage()

"LDAP Compare of (" +name +") attribute with password
failed."

"LDAP Compare of (" +name +") attribute failed: "
+ne.getMessage()

“"Unexpected NULL Idap context"

"Invalid attribute name: "+attrName+'", in line:
"+origString

"Could not authenticate user at this LDAP server"

“"TIMEOUT while talking to LDAP server after "
+sInfo. NumRetry +"

"Error while closing connection to LDAP server"
+ne.getMessage()

SSLPost

fileDesc+fileName+" does not exist"

"Cannot read "+FileDesc+filename

"Failed to instanciate SSLPostCommunicator :
"'+cce.getMessage()

"Could not instantiate SSLSocketiImpl**

"ERROR: Missing lpassDictionaryEntry"

""Socket receive timed out"

"Failed to receive data from server: " +
serverInfoRec. IpAddress

"10EXCEPTION: while talking to server: " +
serverInfoRec. IpAddress + ":" +

"received null Communicator object"

"received null serverlnfoRec"

"received null requestPkt"

"received null replyPkt"

"Could not create sslSocket: doHandshake failed"

"Could not create sslSocket: Instantiation failed"”

"sslSocket null for ServerSide communicator"

"Could parse post packet: " +replyStr

Malformed Post Packet

“Malformed post packet header™
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"Unexpected NULL sslSocket."

"Error parsing Multilnstance attribute "+name+", of type
+de.getType()

“Error parsing attribute "+name+", of type ' +de.getType()

“Error in converting the packet to bytes: " + e.toString(Q)
"Error for attribute "+name+ ": "+i.getMessage()+" lgnoring
it”

"Dropping attribute for ipassCode " +ipassCode+" value

"+value+",

Base64 Decode ERROR: Dropping OBJECT of ipassCode "'
+ipassCode+"

“"Dropping OBJECT of ipassCode " +ipassCode+" value
"+value+", OptionalDataException: "+o0.getMessage()

"Dropping OBJECT of ipassCode " +ipassCode+" value
"+value+',

"Dropping OBJECT of ipassCode " +ipassCode+" value
“+value+'", I0Exception: "+i.getMessage()

"Dropping attribute for ipassCode " +ipassCode+" value
“+value+",

“"NULL sslServerSocket, listener socket could be closed."

"SSL handshake failed, closing accepted socket."

“Listeners are shutdown, closing accepted socket."

"Rejecting packet from: " +sslSocket.getHost()

“"Error: No ipassPkt to send"

“"Unexpected NULL sslSocket, socket could be closed.™

"Could parse post packet: " +packetStr

“Error parsing lIpassPostPkt: Unknown URI/request type " +uri

“Error parsing IpassPostPkt: missing empty string."

"Error parsing IpassPostPkt."

"Unknown PostPkt attribute (' +name +"): ignoring it."

Handlers

"Software update failed"

"Download failed"

"Error occurred while trying to instantiate RSPolicyRules: ™
+ i1.getMessage()

"Error occurred while adding policy rule: An entry with the
same rule:™ + id + “ exists!”

“File "+policyFile+" not found"
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0 "Failed to Shutdown due to policy errors
as the TransactionController is null”

0 "Failed to Shutdown due to policy errors as the
TransactionContext is null”

0 Cannot find TRANSACTION CONTROLLER

0 Cannot find exceptionHandler

0 Could not get LOCAL_HOST_IP

0 Error occurred while trying to instantiate " + s._toString()

0 Error occurred while trying to send the reply packet

0 No Server found for the following transaction type: "+
reqTypeName

0 No valid handler found for the request of type "+type);

0 ERROR occurred while trying to save the acct record in a
file: "+i.getMessage())

0 Error occurred while trying to instantiate RSAcctRegHandler:
o+

0 Unexpected ERROR: "+Config.FAILED_ACCT_LOG_DIR+" property
not set!

0 Could not create directory \'""" + failedDirPath + "\" to
store

0 ERROR, expected *"+Config.FAILED_ ACCT_LOG DIR+" to be a
directory, got \"" + failedDirPath + "\" instead.

1 "Software Update Failed due to failure to load the Server®s
Version Table."

1 "Unable to copy '"+this.serverJarFileName +" to

"+this.updatefilesJarFileName

1 “"User " + user_id + " is denied access based on the policy
rule:

1 "10 error in loading policy File "+policyFile

1 "Error loading the policy file"

1 ""Cannot get SSLPOST listener port, defaullting to:' +
UNKNOWN PORT

1 "Failed to handle Heartbeat message!"’

1 "Failed to load RS Policy Rules: "+se.getMessage()

1 "Policy Restriction. Verify Policy Failed."

1 "Authentication Rejected: Invalid Reply Packet"

1 "ERROR: list lock is NULL. Cannot check for duplicates in
our

1 “'exception ocurred: " + e.toString()

1 "ERROR: list lock is NULL. Cannot add entry to our
accessList"”

1 “No such hashing alrorithm error: "+nsae.getMessage()
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handleRequest-Communicator object is null

Error: File: " + fileName + " does not exist on the server

Error: File: " + fileName + ™ content is empty!

failed to get file contents

Invalid Request: Failed to get the path of the file: " +
fileName

Invalid Request: Cannot return the files in the keys folder!

Invalid Request: filename is not from the

$ipass.server.home: " +
Invalid Request: File:" + fileName + " does not exist on the
server!

"Invalid Request: File name not specified!

handleRequest-Communicator object is null

Failed to reload the new config file, reverted to the old
config file. ..

Invalid request, Failed to Reload the new config file, and

failed
Invalid request, Failed to Reload the new config file, and
failed to find the ™ + FfileName + "_.bak in order to

Invalid request, Failed to Reload the new config file, and
failed to delete it.\nPlease copy the " + FileName + " _bak

Failed to rename " + fileName + " to " + FfileName + "_.bak"

Failed to delete "™ + FfileName + "_bak"

Error, Config Filename could not be obtained!

source Ip is null, not a valid CTRL_MSG_IP

netSourcelp +" is not a valid/configured CTRL_MSG_IP

Invalid Request: File contents are empty!

Invalid Request: Failed to load the config changes: " +
e.getMessage )

Protocol is not supported by current version of software:
Server ID=" + serverlInfoRec.Serverinfold + ", Server

ERROR: Cannot get communicator for server IP: " +
serverInfoRec. IpAddress + ", of Protocol: " +

"No Servers found: Null returned from getRoute()"

netSourcelp +" is not a valid/configured CTRL_MSG_IP'™);

RADIUS

Failed to open DatagramSocket
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0 Cannot get LOCAL_HOST_IP, unable to set NAS_IP in RADIUS
packet

0 10Exception on listener for port "+serverPort+":
“"+e_getMessage();

0 10Exception on listener for port is due to RADIUS Listeners
being
shutdown

0 ERROR creating the UDP socket at port “+port+". (Port may be
in use)™);

0 Failed to instanciate SharedSSLPostCommunicator

1 Unexpected NULL socket, socket could be closed

1 10Exception on DatagramSocket

1 Error occurred whille trying to talk to AAA server

1 Failed to communicate with radius server after "
+sInfo. NumRetry

1 RADIUSPkt parsing errors

1 Input not a byte array

1 Empty RADIUS data

1 Il1legal type in RADIUS packet

1 Missing identifier in the RADIUS packet

1 Missing Length in the RADIUS packet

1 Missing authenticator in the RADIUS packet

1 Missing code in the RADIUS packet

1 Missing length in the RADIUS packet

1 ERROR: Invalid CHAP_PASSWD length of *+datalen

1 ERROR: Inval id MESSAGE_AUTHENTICATOR length of "+datalLen

1 Missing lIpassDictionaryEntry for radius code " + code

1 Il1legal data type

1 Malformed radius packet (When data length is longer than
the packet header specified)

1 ERROR: missing MESSAGE_AUTHENTICATOR to validate EAP-Message

1 ERROR: missing Request Authenticator to validate EAP-Message

1 ERROR: failed to re-calculate Message-Authenticator"

1 ERROR: Invalid Message-Authenticator
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1 ERROR: missing Request Authenticator

1 ERROR: failed to generate test Authenticator

1 ERROR: missing Response Authenticator

1 ERROR: Invalid Response Authenticator

1 No such algorithm

1 Digest Exception

1 No valid RADIUS code for Ipass Packet Type
"+getPktType Q+" Status "+status

1 Missing IDENTIFIER header attribute, using value of
"+ident+"”

1 Error: CHAP Ildentifier missing from packet

1 CHAP password conversion failed.

1 CHAP challenge conversion failed.

1 ERROR: missing Shared Secret to calculate the
Message Authenticator

1 ERROR: when calculating HVAC digest of Message Authenticator

1 ERROR: Request Authenticator is missing.

1 Unsupported encoding exception

1 NoSuchAlgori thmException

1 Exception: ' + e.toString(Q));

1 ERROR: missing Shared Secret

1 ERROR: Base64 Decode of iPass Attribute " +ipassAttrCode +"
Failed

1 WARNING: Unable to get Dictionary entry for iPass
Attribute

1 ERROR: UTF8 conversion of iPass Attribute "

+ipassAttrC

1 ERROR: Base64 Decode of iPass Attribute " +ipassAttrCode +"
failed

1 ERROR: Base64 Decode Vendor Specific Attribute "
+vendor Id+": "+vendorType +"

1 ERROR: Inval id Vendor Specific Attribute format

1 Vendor ID missing from Vendor Specific Attribute

1 Vendor Type missing from Vendor Specific Attribute
(Vendor ID=""+vendor Id+

1 Vendor Length missing from Vendor Specific Attribute
(Vendor ID=""+vendorld+", VendorType="+vendorType+

1 Value missing from Vendor Specific Attribute
(Vendor ID=""+vendorld+", VendorType="+vendorType
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Value from Vendor Specific Attribute is corrupted.
(Vendor ID="+vendorld+", VendorType="+vendorType

expected len was "+vendorValueBytes.length

Cannot convert attribute "+attr +", RADIUSType type of
IPADDRESS

Cannot convert attribute "+attr +'", RADIUSType of Integer to
iPassType " +iPassType

Unsupported iPass attribute " +attr +", with radius value "
+radiusValue

NULL input: key is null

NULL input: text is null

Hashing error

No such hashing algorithm error

Cannot parse raw packet

Receive timeout set to " +sinfo.ldleTimeout milliseconds

RADIUSBufferSize error

NULL serverSocket, listener socket could be closed.

Started RADIUS Listener "+i +" on port
"+listenerThreads[i].getServerPort()):

Cannot convert attribute "+attr +", RADIUSType of TEXT to
iPassType " +iPassType

Unsupported String Encoding: ' +attr +", with radius Type "
+radiusType

Cannot convert attribute "+attr +", RADIUSType of String to
iPassType " +iPassType

Cannot convert to Integer: "+attr +", with radius Type "
+radiusType

Cannot convert attribute "+attr +", RADIUSType Time to
iPassType

Cannot convert attribute "+attr +", RADIUSType BYTEARRAY to
iPass type " + iPassType

Il1legal data type " + radiusType

Site
Failed to load SiteCommunicator library
Error occurred whille trying to do Site file authentication
Failed talking to SITE server

unix

Failed to load UnixCommunicator library

Error occurred while trying to do UNIX authentication
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Failed talking to Unix server

NT and
NT RAS
Received authentication accept packet from Windows Server
Received authentication reject packet from Windows Server
AcctFile

Failed to write to local AcctFile

Error occurred while trying to talk to Windows server

Failed talking to Windows server

Received unexpected null packet when writing to local
AcctFile
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Appendix II: RADIUS Attributes

When using RoamServer with RADIUS authentication, check your RADIUS logs to verify your RFC attributes. If an
attribute is not shown in the tables here, then you need to re-configure your RADIUS to eliminate the attribute.

RADIUS Authentication Attributes

This table shows which attributes maybe found in which kinds of packets, and in what quantity. On the table:\

B 0: This attribute mustnotbe presentin the packet.

B 0+: Zero or more instances ofthis attribute may be presentin the packet.

B 0-1: Zero or oneinstance ofthis attribute may be presentin the packet.

B 1: Exactly oneinstance of this attribute mustbe presentin the packet.

Request Accept Reject Challenge | # Attribute Notes
0-1 0-1 0 0 1 User-Name
0-1 0 0 0 2 User- An Access-Request must contain either a
Password User- Password ora CHAP-Password
or State. An Access-Request must not
contain both a User- Password anda
CHAP-Password. If future extensions allow
other kinds of authentication information to
be conveyed, the attribute for that can be
used in an Access-Request instead of
User-Password or CHAP-Password.
0-1 0 0 0 3 CHAP- An Access-Request must contain either a
Password User- Password or a CHAP-Password
or State. An Access-Request must not
contain both a User- Password anda
CHAP-Password. If future extensions allow
other kinds of authentication information to
be conveyed, the attribute for that can be
usedin an Access-Request instead of
User-Password or CHAP-Password.
0-1 0 0 0 4 NAS- IP- An Access-Request must contain either a
Address NAS-1P- Address oraNAS-ldentifier
(or both).
0-1 0 NAS-Port
0-1 0-1 Service- An Access-Request must contain either a
Type NAS-1P- Address ora NAS-l1dentifier
(or both).
0-1 0-1 0 0 7 Framed-
Protocol
0-1 0-1 0 0] 8 Framed-IP-
Address
0-1 0-1 0 0 9 Framed- IP-
Netmask
0 0-1 0 0 10 Framed-
Routing
0 0+ 0 0 11 Filter-1d
0-1 0-1 0 0 12 | Framed-MTU
0+ 0+ 0 0 13 Framed
Compre
ssion
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0+ 0+ 0 0 14 Login-1P-
Host
0 0-1 0 0 15 Login-
Service
0 0-1 0 0 16 Login-TCP-
Port
0 0+ 0+ 0+ 18 | Reply-
Message
0-1 0-1 0 0 19 Callback-
Number
0 0-1 0 0 20 Callback-
1d
0 0+ 0 0 22 Framed-
Route
0 0-1 0 0 23 Framed-
1PX-
Network
0-1 0-1 0 0-1 24 | State An Access-Request must contain either a
User- Password ora CHAP-Password
or State. An Access-Request must not
contain both a User- Password anda
CHAP-Password. If future extensions allow
other kinds of authentication information to
be conveyed, the attribute for that can be
usedin an Access-Request instead of
User-Password or CHAP-Password.
0 0+ 0 0 25 Class
0+ 0+ 0 0+ 26 Vendor-
Specific
0 0-1 0 0-1 27 Session-
Timeout
0 0-1 0 0-1 28 Idle-
Timeout
0 0-1 0 0 29 Terminatio
n- Action
0-1 0 0 0 30 CalTed-
Station-I1d
0-1 0 0 0 31| CalTing-
Station-I1d
0-1 0 0 0 32 NAS-
Identifier
O+ 0+ 0+ 0+ 33 Proxy-
State
0-1 0-1 0 0 34 Login-LAT-
Service
0-1 0-1 0 0 35 Login-LAT-
Node
0-1 0-1 0 0 36 Login-LAT-
Group
0 0-1 0 0] 37 Framed-
AppleTalk-
Link
0 0+ 0 0 38 Framed-
AppleTalk-
Network
0 0-1 0 0 39 Framed-
AppleTalk-
Zone
0-1 0 0 0 60 CHAP-
Chal lenge
0-1 0 0 0] 61 NAS-Por t-
Type
0-1 0-1 0 0 62 Port-Limit
0-1 0-1 0 0 63 | Login-LAT-
Port
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0 77 Connect-
1nfo

0+ 0+

0+ 79 EAP-
Message

0-1 0-1

0-1 80 Message -
Authenti
cator

0 85 Acct-
Interim-
Interval

RADIUS Accounting Attributes

This table shows the attributes found in Accounting-Requestpackets. No attributes should be found in Accounting-
Response packets except Proxy-State and possiblyVendor-Specific. On the table:

B 0: This attribute mustnotbe presentin packet.

B 0+: Zero or more instances ofthis attribute may be presentin packet.

B 0-1: Zero or one instance ofthis attribute may be presentin packet.

B 1: Exactly one instance ofthis attribute mustbe presentin packet.

# Attribute Notes

0-1 User-Name

0 User-Password

0 CHAP-Password

0-1 NAS-1P-Address AnAccounting-Requestmust contain either aNAS- I P-Address ora
NAS- Identifier (orboth).

0-1 NAS-Port

0-1 Service-Type

0-1 Framed-Protocol

0-1 Framed- 1P-Address

0-1 Framed- IP-Netmask

0-1 Framed-Routing

0+ Filter-I1d

0-1 Framed-MTU

0+ Framed-Compression

0+ Login-1P-Host

0-1 Login-Service

0-1 Login-TCP-Port

0 Repl y-Message

0-1 Callback-Number

0-1 Callback-1d

0+ Framed-Route

0-1 Framed- IPX-Network

0 State

0+ Class

0+ Vendor-Specific

0-1 Session-Timeout

0-1 1dle-Timeout

0-1 Termination-Action

0-1 Called-Station-1d

0-1 Calling-Station-1d

0-1 NAS-Identi fier AnAccounting-Requestmust contain either aNAS-1P-Address ora

NAS- Identifier (orboth).

Roam Server 6.1.0 Unix Admin Guide

©2015 iPass Inc.

Page 55




72

Appendix Il: RADIUS Attributes

0+ Proxy-State

0-1 Login-LAT-Service

0-1 Login-LAT-Node

0-1 | Login-LAT-Group

0-1 Framed-App leTalk-
Link

0-1 Framed-App leTalk-
Network

0-1 Framed-App leTalk-
Zone

1 Acct-Status-Type

0-1 Acct-Delay-Time

0-1 Acct-Input-Octets

0-1 | Acct-Output-Octets

1 Acct-Session- Id

0-1 | Acct-Authentic

0-1 Acct-Session-Time

0-1 Acct-Input-Packets

0-1 | Acct-Output-Packets

0-1 Acct-Terminate-Cause

0+ f\gct—Mu Iti-Session-

0+ Acct-Link-Count

0 CHAP-Challenge

0-1 NAS-Port-Type

0-1 Port-Limit

0-1 Login-LAT-Port

0-1 | Acct-Input-Gigawords

0-1 | Acct-Output-

0-1 | Event-Timestamp

0+ Connect-Info

Copyright ©2015,iPassiInc. All rightsreserved.

Trademarks

iPass, iPassConnect, ExpressConnect, iPassNet, RoamServer, NetServer,iPass Mobile Office, DevicelD, EPM, iSEEL, iPass Alliance,

Open Mobile, and the iPass logo are trademarks of iPass Inc.

All other brand or product names are trademarks or registered trademarks of their respective companies.

Roam Server 6.1.0 Unix Admin Guide

©2015 iPass Inc.

Page 56



72

Appendix Il: RADIUS Attributes

Warranty

No part of this document may be reproduced, disclosed, electronically distributed, or used without the prior consent of the copyright
holder.

Use of the software and documentation is governed by the terms and conditions of the iPass Corporate Remote Access Agreement, or
Channel Partner Reseller Agreement.
Information in this document is subject to change without notice.

Every effort has been made to use fictional companies and locations in this document. Any actual company names or locations are
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